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Abstract
Global Navigation Satellite Systems (GNSS) are a key en-

abler for many new technologies, ranging from autonomous
vehicles to shared mobile devices. In order to ensure high
precision for those applications, GNSS augmentation sys-
tems are needed to provide correction data to reach a pre-
cision that is in the order of centimeters. Those systems
can be provided as paid services where correction data are
broadcast over a satellite link. In order to protect those sys-
tems and restrict their access only to paid users, encryption
mechanisms must be adopted. SPARTN is an open indus-
try standard for GNSS augmentation that has been specifi-
cally designed for supporting encryption, while saving band-
width on the satellite link. In this paper, we propose APBE
(Anti-Piracy Broadcast Encryption), a method to enhance the
SPARTN security by providing protection against pirate cus-
tomers that is specifically tailored to minimize bandwidth
and storage. The proposed approach is demonstrated to be
feasible via a real proof-of-concept implementation based on
an embedded system. APBE is a candidate mechanism to be
included in the future versions of SPARTN.

1 Introduction
Global Navigation Satellite Systems (GNSS) are now part

of a wide range of applications to provide accurate, con-
tinuous and global position, velocity and time information.
The system is used in a wide range of applications rang-
ing from navigation to position tracking [10]. Recently,
GNSS augmentation technologies have been introduced, in
order to provide centimeter-level accurate position informa-
tion to end users. This technology is a key enabler for a wide
range of use cases and applications. A typical example is
autonomous mobility: unmanned autonomous vehicles re-
quire instantaneous high-precision positioning to avoid ac-
cidents or respect geo-location boundaries [4]. Another ex-

ample is e-micromobility where shared mobile vehicles, e.g.,
e-scooters, are required to comply with local laws and reg-
ulations with high precision for their regular operations and
parking1.

The Secure Position Augmentation for Real Time Nav-
igation (SPARTN) is an open industry standard for GNSS
augmentation2[11, 6]. The standard is specifically designed
for supporting encryption to protect the augmentation data.
It aims at providing high reliability and accuracy, along with
ensuring low-bandwidth in order to work also on satellite
channels. SPARTN-based GNSS augmentation is usually
provided as a paid service by different companies. One ex-
ample is the PointPerfect®3 service offered by U-Blox that
can guarantee a precision up to a few centimeters. In Point-
Perfect and in similar services, augmented information can
be broadcast via satellite, and it is encrypted in order to limit
access only to paid users. Legitimate receivers are assumed
to enjoy a secure and confidential Internet connection, which
is infrequently used by the service provider to distribute the
decryption keys. For example PointPerfect requires cus-
tomers to connect to Internet once a month. The current ver-
sion of the SPARTN encryption, including the Dynamic Key
message to distribute securely the decryption key, is not op-
timized to protect the service provider against piracy when
the number of users increases above a certain threshold de-
fined by the satellite available bandwidth. Thus, each service
provider needs to put in place mechanisms to protect against
it in order to avoid that pirate customers are able to redis-
tribute or resell decryption keys to illegitimate users.

In this paper we propose APBE (Anti-Piracy Broadcast
Encryption), a method to protect premium augmentation
data distributed via satellite broadcast, capable of counter-
acting pirates in a bandwidth-saving and storage-saving way.
APBE requires only a small and constant bandwidth over-
head over the satellite link, and a small and constant storage
space and CPU time on the receivers. Also, APBE is a candi-
date for the message protection in the next SPARTN format
specifications.

The rest of the paper is organized as follows. Section 2
discusses and compares with relevant related work. Section
3 summarizes the SPARTN format as specified by the current

1https://www.u-blox.com/en/blogs/insights/
how-scalable-high-precision-gps-resetting-expectations-five-markets

2https://www.spartnformat.org/
3https://www.u-blox.com/en/product/pointperfect



version of the standard. Section 4 introduces our reference
adversary model. Section 5 describes the proposed APBE
system in detail. Section 6 analyzes its security against the
reference adversary model. Section 7 shows and discusses
the results of our experimental evaluation of APBE. Finally,
the paper is concluded in Section 8.

2 Related Work
The SPARTN standard is thought for GNSS augmentation

systems, which provide receivers with augmentation data
aimed at computing their position quicker and more accu-
rately. SPARTN is a PPP-RTK GNSS augmentation format.
PPP-RTK is a state space representation solution that differs
from the PPP global solutions as it provides ionosphere and
troposphere data at local/regional level and at the same time
differs from RTK which is instead an observation space rep-
resentation solution relaying on an high density of reference
stations, each covering around 50 kilometers. Other stan-
dards exist for GNSS augmentation, the most prominent of
which are SBAS, RTCM SSR 10403.3, and LPP.

SBAS (Satellite-Based Augmentation System) [12] is
standard defined by ICAO, which transmits augmentation
data through geostationary satellites. SBAS is addressed
mainly to improving the integrity of the positioning ser-
vice in civil aviation applications. With respect to SPARTN,
SBAS does not provide for local ionosphere and troposphere
corrections, and it provides for the vertical ionospheric de-
lays in meters at the grid points located at every five by
five degrees in latitude and longitude. RTCM SSR 10403.3
(Radio Technical Commission for Maritime Services, State
Space Representation) [9] is a standard defined by RTCM
to represent augmentation data, which can be transmitted
via several different links, for example satellite or the In-
ternet. RTCM SSR 10403.3 does not define any crypto-
graphic service, so it must be equipped with some layer-link
encryption in order to protect data. None of the above stan-
dards provides for piracy protection, and neither they embed
cryptography to protect augmentation data at all. They typ-
ically demand commercial data protection to lower layers.
We note however that our bandwidth-saving anti-piracy tech-
nique could be fruitfully adapted to broadcast augmentation
standards like SBAS and RTCM SSR 10403.3, of course as-
suming that receivers can (infrequently) establish secure In-
ternet connections to receive the decryption keys, or that they
are securely preloaded with the decryption keys.

LPP (LTE Positioning Protocol)[14] is a standard defined
by 3GPP to provide augmentation data via cellular commu-
nication. Augmentation data can be transmitted unicast or
broadcast, and they can be encrypted. Moreover, as long
as SIM cards remain uncompromised, customers cannot re-
sell decryption keys to illegitimate users, so in practice LPP
avoids piracy thanks to hardware. However, LPP forces re-
ceivers to be equipped with cellular transceivers and SIM
cards, and to pay a mobile network operator on top of the
GNSS augmentation service provider.

While the broadcast encryption techniques date back to
1993[7], the first broadcast encryption scheme having per-
formance characteristics good enough to be applied in satel-
lite IoT applications was published by Boneh, Gentry and

Waters in 2005[3]. From now on, we will refer to such a
scheme as “BGW05”. BGW05 has both ciphertext size and
private key size constant with respect to the number of re-
ceivers, therefore it allows for a low overhead on the satellite
channel and a low traffic for the distribution of private keys.
Unfortunately, in BGW05 the receivers need also the public
key in order to decrypt, and the public key size is linear with
the number of receivers. Therefore, BGW05 is not suitable
for IoT applications in which the receivers have a limited
amount of memory. In the same paper, the authors present
also a technique to reduce the size of the public key, but this
comes at the cost of sensibly increasing the size of the ci-
phertext, which is unacceptable for a satellite communica-
tion in which bandwidth comes at premium. In this paper,
we employ a modified version of BGW05, which allows us
to occupy a small and constant amount of memory on the
receivers, at the cost of losing the capability of selecting the
receivers able to decrypt, which is not needed for our GNSS
augmentation application.

A technique strictly correlated to broadcast encryption
is traitor-tracing broadcast encryption, which aims at pre-
venting receivers to provide for decryption algorithms or de-
cryption devices without being identified. Although traitor-
tracing schemes are explicitly addressed to combat online
piracy, we preferred not to use them for our anti-piracy
system. The reason is that they generally consume much
more bandwidth than BGW05. The most bandwidth-saving
traitor-tracing scheme in the literature is the one by Guillot
et al.[8], whose ciphertext is six group elements instead of
two of APBE.

3 SPARTN
SPARTN[11, 6] is an open industry standard thought

for Point Precision Positioning Real-Time Kinematic (PPP-
RTK) GNSS augmentation systems, which provide receivers
with augmentation data aimed at computing their position
quicker and more accurately. The SPARTN format pro-
vides for various types of data messages, conveying orbit,
clock, bias, and atmosphere corrections by geographic area.
SPARTN supports several GNSS constellations, like GPS,
Galileo, BeiDou, etc. SPARTN has been designed for flexi-
bility, robustness and future evolution. In SPARTN there are
different orbit, clock, and bias flexible messages per GNSS
constellation and different high-precision (iono- and tropo-)
atmosphere correction messages per GNSS constellation for
each area defined by the geographic area definition message.
The SPARTN format allows the correlation across messages
via a specific “issue of update” and it provides multiple con-
tinuity indicators.

In the present paper, we are mainly focused on the
SPARTN encryption capabilities. The SPARTN 2.0.1 for-
mat allows the messages to be encrypted with a 128-bit sym-
metric key (called data encryption key in the present paper)
by means of AES-CTR. Receivers are assumed to obtain
the data decryption key through a secure secondary channel,
which is not the focus of the present paper. They could use
sporadic Internet connections or simply have all the lifetime
data encryption keys preloaded in a root-of-trust component.
For example PointPerfect requires customers to connect to



Internet once a month and establish a secure MQTT session
with the service provider. Whatever the secure secondary
channel is, we assume that receivers cannot be always on-
line. Otherwise, they could receive the GNSS augmentation
data directly via the Internet, without leveraging the satellite
link.
4 Adversary Model

We consider two kinds of adversary: the eavesdropper
and the pirate. The eavesdropper is someone that wants to
read the GNSS augmentation data without paying. As long
as the data decryption key is securely distributed only to
the paying customers, the eavesdropper adversary is already
thwarted by the current SPARTN 2.0.1 standard. We con-
sider this adversary in order to maintain the same security
guarantees in APBE.

On the other hand, the pirate is a customer or a group of
colluding customers that want to disclose their keys to other
users to make the augmentation service illegitimately avail-
able to them with a fee. The pirate also wants to remain
anonymous, so that the service provider cannot identify her4

and remove her from the SPARTN network. As we did with
legitimate customers, we assume that the pirate’s customers
cannot be always online. Otherwise, they could receive the
decrypted GNSS augmentation data from the pirate simply
via Internet. In this case, there would be no possibility to
protect the legitimate service provider by cryptography. We
also assume that the service provider can eventually detect
piracy attacks, for instance by monitoring activities on the
dark web, and he can recover the key that the pirate dis-
tributed to her illegitimate customers. This means that the
pirate’s activity does not remain concealed forever, otherwise
we could not take actions against her. It means also that the
pirate does not sell her key inside tamper-proof hardware de-
coders. Doing this is of course possible, but it would cause
the pirate service to be quite expensive, and thus hardly com-
petitive with respect to the legitimate one. There are in the
literature some solutions to identify pirates that sell tamper-
proof hardware, but this comes with an important increase in
bandwidth consumption[2].

With the current SPARTN 2.0.1 format explained in Sec-
tion 3, the piracy attack is shown in Figure 1. The pirate
receives the data encryption key and forwards it to her cus-
tomers, which can therefore decrypt the augmentation data
without paying the legitimate service provider. In order to
remain anonymous, the pirate can use onion routing to dis-
tribute the data encryption key to her clients (for example by
means of a dark-web site), and bitcoins to receive possible
payments. There is nothing in the disclosed data encryption
key which identifies the pirate, since the data encryption key
at each given time is unique for the whole system.
5 Anti-Piracy Broadcast Encryption

Figure 2 shows the general architecture of APBE. The
users are entities willing to receive premium augmented
GNSS data. Each user controls one or more receivers, which
are devices capable of receiving messages from the satellite
link. We assume that the receivers are quite constrained in

4From now on, we will refer to the adversary as “she”, reconnecting with
the tradition in cryptography that names an adversary “Eve” or “Mallory”.
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Figure 1. Piracy attack against SPARTN 2.0.1. Solid lines
represent satellite links, dashed lines represent the secure
secondary channel, red dashed lines represent the anony-
mous channel by which the pirate communicates with her
illegitimate customers.
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Figure 2. APBE architecture

terms of storage capacity and processing power. The service
provider is a node in charge of preparing and encrypting the
SPARTN messages and delivering them to the satellite for
the broadcast. It is also in charge of creating and distributing
the private keys to the receivers by means of a secure sec-
ondary channel. In contrast to the SPARTN 2.0.1 format, ev-
ery user is associated to a different key, which he distributes
to all the receivers controlled by him. Such a key is not the
data encryption key, but rather an envelope decryption key
(the meaning of this name will be clear afterwards). The ser-
vice provider keeps track of which envelope decryption key
has been given to which user by means of a database (key es-
crow), in order to provide for piracy accountability. As soon
as a pirate discloses her envelope decryption key to her ille-
gitimate customers, the service provider can identify her and
undertake the proper actions.

The data encryption key is still used, but the service
provider frequently changes it by transmitting it on the satel-
lite link in an encrypted form, in a message that we call
envelope message. The data encryption key is encrypted
by means of a broadcast encryption scheme based on bilin-
ear pairings[5]. Such a broadcast encryption scheme allows
the service provider to send a single envelope message for
all the receivers, in such a way to consume satellite band-
width in a scalable manner. The envelope messages are en-



crypted by the service provider with an envelope encryption
key, and decrypted by each receiver with its own envelope
decryption key. The broadcast encryption scheme includes a
Setup algorithm, an Encrypt algorithm, and a Decrypt al-
gorithm. The Setup algorithm is sporadically run by the ser-
vice provider, each time it wants to distribute new envelope
decryption keys to all its customers. It creates an envelope
encryption key and a set of envelope decryption keys, one for
each user. The envelope encryption key is kept secret by the
service provider, whereas the envelope decryption keys are
confidentially distributed to the users through the secure sec-
ondary channel. Note that it is not possible for the service
provider to create a new envelope decryption key without
running again the Setup algorithm and thus changing all the
existing envelope decryption keys. For this reason, it could
be convenient for the service provider to create more enve-
lope decryption keys than customers, in order to accommo-
date possible new customers in a flexible way. The Encrypt
algorithm is run by the service provider to generate a new
random data encryption key and to encrypt it with the enve-
lope encryption key, thus producing an envelope message.
The Decryption algorithm is run by the receivers to de-
crypt an envelope message and extract a data encryption key,
which in turn they use to decrypt the actual augmentation
data. The service provider sends envelope messages with
high frequency, for example each 30 seconds or 1 minute,
thus frequently changing the data encryption key.

The broadcast encryption scheme is parameterized with a
pairing-friendly elliptic curve of Type III, basing on which
it is possible to define: (i) an additive cyclic group G1 of
curve points, with generator P1 and order r; (ii) an additive
cyclic group G2 with generator P2 and same order r; (iii) a
non-degenerate bilinear map e : G1 ×G2 −→GT , where GT
is a multiplicative cyclic group with generator e(P1,P2) and
same order r; (iv) a hash function H : GT −→ {0,1}k, where
k is the bit length of the data encryption keys. We assume the
above parameters are known by the scheme algorithms. The
scheme algorithms are defined as follows.

• Setup. It takes as input the number of customers n,
and it outputs n envelope decryption keys EDKi with
i ∈ [1 . . .n] and an envelope encryption key EEK. The
algorithm first picks two random numbers α,γ∈Zr, and
then it computes the envelope encryption key as:

EEK = γ[P1]+ ∑
j∈[1...n]

α
j[P1], (1)

and the envelope decryption key for each user i as:

EDKi =
{

Yi = α
i[P2],Ki

}
, (2)

where:

Ki = γα
i[P2]+ ∑

j∈[1...n], j+i̸=n+1
α

j+i[P2]. (3)

• Encrypt. It takes as input the envelope encryption
key, and it outputs a new random data encryption key
and an envelope message. The algorithm first picks a
random t ∈ Zr, and then it computes C0 = t[P1] and

C1 = t[EEK]. The data encryption key will be:

DEK = H
(

e(P1,P2)
tαn+1

)
, (4)

and the envelope message will be:

C = {C0,C1}. (5)

• Decrypt. It takes as input an envelope message and an
envelope decryption key, and it outputs the data encryp-
tion key. Supposing the algorithm is run by a receiver
of user i, it recovers the data encryption key as follows:

DEK = H(e(C1,Yi)/e(C0,Ki))

= H
(

e((γ+α1+···+αn)[P1 ],α
iP2)

e(t[P1 ],(γαi+αi+1+···+αi+n−αn+1)[P2 ])

)
= H

(
e(P1,P2)

t(γ+α1+···+αn)αi−t(αi(γ+α1+···+αn)−αn+1)
)

= H
(

e(P1,P2)
tαn+1

)
.

(6)

The above broadcast encryption scheme has been derived
from the BGW05 one[3], with three modifications. First, we
fixed the set of receivers of each broadcast to be always the
whole set of receivers in the system. This allows us to avoid
storing the entire public key of BGW05 on the receivers, so
that to obtain a constant and minimal storage consumption
on the receivers. The whole public key (that is represented
by the envelope encryption key in this paper) is kept only by
the service provider. Second, we provide for a single broad-
caster, which we trust not to disclose cryptographic quan-
tities. This does not change anything in the scheme, but it
allows us to keep the envelope encryption key secret, so to
avoid a particular piracy attack against BGW05 (see Section
6). Third, we translated the BGW05 scheme from the Type-I
pairing setting (in which G1 =G2) into the Type-III pairing
setting (in which G1 and G2 are different groups, and G1 el-
ements have smaller size than G2 elements). This leads to
sensibly smaller G1 elements with the same security level,
which in turn makes the envelope messages smaller, and the
decryption algorithm quicker. Therefore, we both save band-
width on the satellite link and CPU resources on the con-
strained receivers.
6 Security Analysis

Since the APBE broadcast encryption scheme is a spe-
cific case of the BGW05 scheme, it inherits its security proof
against the eavesdropper adversary. More precisely, it guar-
antees semantic security against a chosen-plaintext attacker
that does not have a valid envelope decryption key.

Regarding the pirate adversary, if the pirate simply dis-
closes her envelope decryption key to her customers she sud-
denly loses her anonymity in front of the service provider,
which can identify her by means of the key escrow. Alter-
natively, the pirate can disclose the data encryption key after
having decrypted it, which is unique for all the system, so
it is not tied to a particular user. However, as the service
provider changes the data encryption frequently (e.g., once
each 30 seconds), the pirate’s customers should be always
online to receive new data encryption keys, which is unac-
ceptable for them.



As a final option, the pirate (or a colluding set of pi-
rates) could “mix” somehow their envelope decryption keys
to build an anonymous pirate decoder. Since we employ a
broadcast encryption scheme without traitor tracing guaran-
tees, we do not have a mathematical proof that there exists
no such a method. However, we strongly believe that no such
method exists, for the reasons we will explain below. From
the year of its appearance (2005, so 18 years at the time of
writing), no untraceable piracy attack against BGW05 has
been published, with only one exception. Such an excep-
tion is represented by an interesting attack by Weng et al. in
2007 [13]. In such an attack, two or more pirates collude and
mix their decryption keys to compute the parameters of an
algorithm that is able to decrypt messages. The authors give
a formal proof that, by knowing the pirate decryption algo-
rithm and its parameters, the service provider cannot identify
any pirate of the colluding ones. Although the untraceable
piracy attack by Weng et al. is ingenious, it cannot be ap-
plied to our modified version of BGW05. This is because
we do not publish the public key, which in our scheme is
represented by the envelope encryption key. In particular,
the attack requires to know specific elements of the envelope
encryption key, which are not recoverable from the pirates’
envelope decryption keys, unless solving an elliptic-curve
discrete logarithm. In other words, by keeping secret the
envelope encryption key, we lose the possibility of having
multiple service providers that generate augmentation mes-
sages (possibility that BGW05 has), but at the same time we
defend against untraceable piracy attacks in literature.

7 Performance Evaluation
In order to demonstrate the feasibility of the proposed

scheme, the APBE scheme has been implemented in a proof
of concept deployment. The deployment comprises of a ser-
vice provider prototype, which implements the Setup algo-
rithm and the Encrypt algorithm, and a receiver prototype,
which implements the Decryption algorithm. We run the
receiver prototype on an ESP32 IoT platform5 from Espres-
sif, as it is a rapid prototyping platform very popular for its
low cost. The board supports FreeRTOS, a popular operat-
ing system for microcontrollers. The APBE scheme has been
implemented using the RELIC library [1], a cryptographic li-
brary that implements many of the operations required by the
APBE scheme and different pairing-friendly elliptic curves.

The APBE implementation is used to run a set of exper-
iments to assess its performance on a realistic scenario. For
every experiment the service provider executes the Encrypt
algorithm once, and then the envelope message is transmitted
to the receiver, which executes the Decrypt algorithm once.
Four different curves are considered in our experiments to
analyze different options that trade-off security versus com-
plexity, namely BN P158 (80-bit security), BN P254 (100-
bit security), IETF-standardized BN P256 (100-bit security)
and BLS12 381 (128-bit security). The following metrics
are measured on each experiment:

• Envelope size, defined as the overall size of the envelope
message produced by the service provider in bits. This

5https://www.espressif.com/en/products/socs/esp32
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Figure 3. Envelope size with different elliptic curves

gives a measure of the bandwidth overhead consumed
by APBE on the satellite link.

• Initialization time, defined as the time required by the
receiver to perform all the initialization procedures re-
quired for envelope decryption. This set of operations
include the initialization of the library and the parame-
ters of the elliptic curve. These operations are executed
only once at the receiver’s bootstrap.

• Decryption time, defined as the time between the re-
ception of the last bit of the envelope message and the
completion of the decryption process on the receiver.

• Max stack size, defined as the peak stack occupation
during decryption in bytes. This metric estimates the
storage required on receivers for executing decryptions.

To obtain statistically sound results, 200 independent repli-
cas are run for each scenario, average results are reported.
The 95th percentile confidence intervals are also reported,
however, they are not visible considering that the intervals
are very narrow, due to the low variability of the different
replicas.

Figure 3 shows the envelope size resulting from encryp-
tion at the service provider with the different elliptic curves
considered. As expected, a higher level of security results
in a larger envelope size, e.g., BN P158 with 80-bit security
results in an envelope size of approximately 350 bits, while
the BLS12 381 with 128-bit security results in almost 800
bits.

Figure 4 reports the initialization time required to initial-
ize the library and the decryption data structures. Also in
this case the difference in the results obtained with differ-
ent curves is noticeable. The difference is marked espe-
cially if the curve with the highest security is considered,
i.e., BLS12 381. It is worth to highlight that, although the
time required for this operation is in the order of seconds,
especially for the curves with highest security, this operation
must be performed only once at bootstrap by the receiver.

In Figure 5 we show the decryption time for a single enve-
lope with the different curves considered. Also in this case,
different curves result in a different decryption time: as the
security of the curve increases the decryption time increases
as well. This can be explained considering that every de-
cryption operation requires two pairings, whose complexity
depends on the sizes of G1, G2, and GT . If we analyze the
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decryption time in absolute terms, however, we can notice
that the overall time is below 1 second, except for the curve
with the highest security, which, however, results in a de-
cryption time of approximately 1 second. Considering a ser-
vice provider that sends an envelope message every 30 sec-
onds, the receivers will stay busy on decryption operations
only < 1/30 of their time. This confirms the feasibility of
the implementation of the proposed scheme in a real system.

To conclude, in Table 1 we report the average maximum
stack size obtained over the 200 repetitions of each sce-
nario. The max stack size has been estimated by enabling
the stack watermarking functionality implemented by FreeR-
TOS. Also in this case, the maximum stack size depends on
the complexity of the curve: the higher the security level
is, the higher the stack occupation. A deeper analysis high-
lighted that the majority of the stack occupation is due to the
two pairings and the division in GT , thus explaining the de-
pendence of the stack occupation on the complexity of the
curve. Such results, however, confirm that the implementa-
tion of the proposed method is suitable for a receiver with a
limited RAM capacity. If we analyze the results in absolute
terms we can notice that the IETF BN P256 curve results in
a higher stack occupation than the BLS12 P381 curve. This
can be explained considering that the former has a higher
order r than the latter.

8 Conclusions
In this paper we proposed APBE (Anti-Piracy Broad-

cast Encryption), a method to protect premium augmentation
data distributed via satellite broadcast, capable of counteract-

Table 1. Max stack size in bytes
Curve Max stack size (bytes)

BN P158 9100
BN P254 12500

IETF BN P256 19600
BLS12 P381 19200

ing pirates in a bandwidth-saving and storage-saving way.
APBE requires only a small and constant bandwidth over-
head over the satellite link, and a small and constant storage
space and CPU time on the receivers. Also, APBE is a candi-
date for the message protection in the next SPARTN format
specifications.
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